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It is critical that acquirers of specialty merchants involved in crypto activity understand who they 
are doing business with and what can be expected of their activities. The CipherTrace Armada™ 
solution provides comprehensive insights into more than 1,200 Virtual Asset Service Providers 
(VASPs), such as cryptocurrency exchanges, ATMs, and custody providers. It starts with a VASP’s 
legal name (which is often different than their trading or “doing business as” name) and key 
executive profiles and then expands to span several pillars of crypto-related risk.  

CipherTrace Armada provides the following intelligence for acquirers:

• KYC Procedure Risk: CipherTrace grades a VASP on their KYC 
practices, based on real-world interactions— not just what a VASP 
says they do for KYC. 

• Domicile Risk: CipherTrace independently researches the legal 
domicile of each VASP and provides detailed information on these 
domiciles that can be used for risk assessment based on their 
registered location. 

• Asset Profile Risk: CipherTrace identifies if VASPs support privacy 
coins like Monero or ZCash, which can make it easier to hide 
money laundering activities. Additionally, if there is support of Fiat 
and onramp/offramp capabilities. 

• Banking and Counterparty Relationships: CipherTrace profiles a 
VASPs relationships with Financial Institutions.     

• B2B Risk: Based on CipherTrace’s attribution— the ability to 
tie crypto addresses and interactions to real-world entities— 
CipherTrace profiles the top 10 entities that a VASPs clients are 
sending and receiving funds to and from. 

• Transactional Risk: CipherTrace profiles a VASPs attributed 
interactions with risky entities such as criminally controlled 
and sanctioned entities, ransomware and malware-associated 
addresses, gambling entities and more. CipherTrace also reveals 
the percentage of attributed interactions with often-opaque 
private wallets and high-risk exchanges.



140 Victory Lane, Los Gatos, CA  95030     |     www.CipherTrace.com     |     contact@CipherTrace.com     |     Copyright 2022 CipherTrace     |    DS-ACQ-20220309-v03

Business challenges for acquirers:
• Reduce the time to check client’s level of risk.
• Create auditable scorecards to quickly evaluate and onboard crypto customers.
• Easily review a client’s connections to suspicious or criminal activity with ongoing monitoring.

Results achieved with CipherTrace Armada: 
• Easy and more in-depth extended due diligence to identify risky crypto entities.
• Utilize actionable intelligence with auditable sources of information.
• Reduce labor-intensive manual checks.
• Accelerate the on-boarding and periodic review process.

• CipherTrace Armada provides scorecards for each VASP so acquirers can easily view on- and off-chain 
risks.

• When onboarding crypto merchants and exchanges, CipherTrace Armada identifies and reveals 
potential illicit activities and risk.

• CipherTrace Armada offers a graphical dashboard that empowers users to analyze historical data and 
trends to inform future decision-making by delivering actionable insights.

• With CipherTrace Armada, users can look at risk profiles for Virtual Asset Service Providers(VASPs) 
by their legal entity and DBA names. Detailed risk analysis for each entity is provided in a single 
dashboard view.

Combining on- and off-chain data for onboarding and continuous monitoring of 
cryptocurrency merchants 

A high-risk entity’s scorecard in CipherTrace Armada. The potentially hidden risks are immediately revealed.

About CipherTrace | CipherTrace develops cryptocurrency anti-money laundering (AML)/counter-terrorist financing (CTF), blockchain
forensics, crypto threat intel and regulatory solutions. Leading exchanges, banks, auditors, regulators and digital asset businesses use

CipherTrace to comply with regulatory requirements, investigate financial crimes, and foster trust in the crypto economy.
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